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1 INTRODUCTION

This guide describes the requirements of a Market Agent’s client station and the necessary steps
to start using the Electricity Market’s Agent Website.

Generally speaking, the Agent Website will enable sending and checking all necessary
information for both the daily and intraday markets’ proper operation: sending information on
Energy Disaggregation in Physical Units, Disaggregation of open Term Contracting positions, and
Available Energies that are going to be engaged in Bilateral Contracts; searching for information
on settlements, submitting claims, etc. For this reason, good knowledge of the Agent Website is
needed to be able to use it quickly and efficiently.

This guide will particularly emphasize the general aspects of navigation and information access.
It will also offer a brief introduction to prior configuration and requirements for the Agent station.

The Agent Website Interface generally presents the following features:

e Presenting the most relevant information at all times, and access to the most used options
through Dashboards

e Simple navigation based on drop-down menus
e Automatic installation processes for the components in the client’s browser
e Connection security with strong encryption in sending or receiving information

e Features for sending information onscreen and by file, including digital signatures for
data sent in XML format

e Search Execution Window, which allows paginating, ordering, and filtering the results,
printing them, and exporting them to a file

e Access to the Download Center, which includes manual download mechanisms for
batches of files, as well as an Automatic Download mechanism that allows unattended
downloading of information as it becomes available

e Editing Bids Through Excel, which enables editing a bid through an Excel sheet.
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2 REQUIREMENTS

This section offers a simplified list of steps that must be carried out prior to accessing the Agent
Website without any major issues. For more exhaustive information, please see the “Setup Guide
for the OMIE Information Systems Access Point” (www.omie.es—> Publications).

PUincaCiones Informes mensuales 4

Documentos
adicionales

Proyecto IREMEL

Documentacion
técnica

Informacion publica y
modelo de ficheros

Oftras publicaciones

2.1 Software Components

As a prerequisite for accessing the Agent Website, the Fortify application must be installed and
running. This application runs in the background. It is responsible for managing the certificates
installed on the client station and using the one selected by the agent to sign digital documents
securely without any private data from the certificate leaving the client’s machine.

To check that Fortifhis running, go to the notification area on the Windows taskbar; there, this
icon should appear

You can check that it is the version authorized by REE and Omie by right-clicking to show the
‘About’ window; there, you should see the message highlighted in the image:

u Acerca de pod

Fortify Por Peculiar Ventures
Versién 1.3.7

I © REE y OMIE. Todos derechos reservadus.l

Cerrar

If you can'’t find that icon in the notification area, you can manually start the application as follows:
1. Using Windows finder, type “Fortify” into the text box.

Version 6.0 MU_InterfazAM.doc Page 4 of 16


https://www.omie.es/sites/default/files/2021-10/guiaconfaccesosistemasomie-edge.pdf
https://www.omie.es/sites/default/files/2021-10/guiaconfaccesosistemasomie-edge.pdf
https://www.omie.es/es/publicaciones/41

2 Fortify] I

2. If the application is installed, it will appear as available to run, like in the image shown.

Todoe  Aplicaciones Documentos Configuracién Mas =

Mejor coincidencia

@ Fortify

Aplicacion

Aplicaciones i

Fortify
@ Fortify be Aplicacian
@& Firefox >
El OneNote for Windows 10 > =7 Abrir
Carpetas (4+) ] Ejecutar como administrador
Documentos (2+) D] Abrir ubicacién de archivo
Configuracion (4+) 1= Anclar a la barra de tareas

[l Desinstalar

£ forf l

The Agent Website incorporates a mechanism for detecting the main software components
installed on the user’s station. If a version not supported by the website is detected, access will
be prevented, displaying a warning similar to the one below:

Aviso

El Sistema Operativo utilizado (Android 5.0) no esta
soportado actualmente para su uso en SIOM.

Cancelar
h v

The supported versions of the different components may evolve as new versions or products
appear.

In some circumstances, there will be versions that are not officially approved on the website but
which may work; however, they may not work optimally or only work with limitations. In that
case, the website will indicate this with a notice similar to the one below:
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Aviso

El navegador utilizado (Firefox 89.0) no estda homologado
actualmente en SIOM. En caso de seguir adelante, no se
garantiza el funcionamiento correcto de toda la
funcionalidad del sistema.

Continuar Cancelar

4

In this case, the user may choose to continue accessing the system or cancel it and install a
supported version of the component.

2.2 Card Reader (Only for Card Certificates)

To access the OMIE Agent Website, you must have a personal X.509 security certificate, which
OMIE issues on Gemplus smart cards or with a file (software certificates). When using card
certificates, a smart card reader is needed.

The user can use any reader that’'s compatible with the PC/SC standard that has the Gemplus
software installed. The ‘GemSafe Installation Manual,” provided as a separate document, offers
detailed information on the supported versions and the steps to follow. It is necessary to have the
reader installed and to be able to use the security card with the browser to proceed with the
following setup steps for the agent’s station.

2.3 Display configuration

The Market’'s Agent Website was designed for an optimal desktop configuration of 1280x1024
pixels and 65536 colors.
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3 NAVIGATION

3.1 Web connection and certificate

Every time the Agent Website (www.mercado.omie.es) is accessed after the browser is started,
the certificate used is requested. You must choose the one corresponding to the card inserted in
the reader or to the software certificate you want to use from the list shown.

X

Seleccionar un certificado para la autenticacion

El sitio www. localhost.omie.es:d443 necesita sus credenciales:

@ DSISOFT1
OmieCA

P AT e PR
SISOFT1's OM

| Fgu ] b LT

-~ E A

Informacion del certificado Cancelar

If you choose a card certificate, the PIN for the certificate provided by OMIE, or the one assigned
by the user if it was subsequently changed, must be entered.

.
Tarjeta inteligente

a Introduzca su codigo NIP

Cancelar

LS

If choosing a software certificate, the browser may also ask for the PIN used when registering the
certificate, display a warning to confirm the use of the private key, or use the certificate
automatically without the need for confirmation. This behavior depends on how the software

certificate was registered in the browser.

Important Note. When using a card for the first time at an agent station, the certificate for the card may not
be listed. This requires the user to install the certificate manually so that itis included in the certificate store.
See the section’ Registering User Certificates’ in the Setup Guide for the OMIE Information Systems

Access Point to see how to perform this operation, as well as how to register software certificates.
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3.2 Initial Fortify authorization

The first time the system is accessed by each browser, the Fortify application will request
authorization to access the certificate store and associate the selected certificate with the Market
Website URL and the browser used. To do this, the screen shown below will appear. There, you
must verify that the code shown in both windows is the same, and both must be accepted.

www.pruebasd.omie.es dice

Key session PIN:442960

°®,

fe
. W

EN1

Ayuda y Dq

4 4 2 9 6 0
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3.3 Main Menu

To access the Market Website once the initial configuration is done, after verifying that the user
has the Fortify application and that it has access to a valid certificate, the main access screen will
be displayed:

o
\ 4

Bienvenido al Mercado Ibérico de Electricidad

Novedades
30 septiembre 2012 :—\ ‘—’-;3 @
septiembre i
, S AN
Disponible version beta del nuevo Web del
Mercado en:
https://www. omie_es. Reql
de JRE: versidn 1.6_30 (recomendada) o
superior (excepto versiones 1.7_x). Requisitos ENTRAR

de |E: versiones 8 (con vista de compatibilidad
deshabilitada) y 9 (recomendada).

Ayuda y Documentacién

Onthe Help and Documentation page, you can access all the documentation necessary for the
Agent that OMIE makes available, including documentation on market operation, data modeling,
and information published, User Manuals, and other help topics for access issues.

By clicking ENTER, you will access the Main Menu on the Agent Website
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3.4 Screen layout
The Agent Website Interface is based on 3 main areas where basic functionalities are grouped.

e The upper area displays information on the market time, message statuses and claims,
data on the connected user, and links to static information (help, contact, etc.)

e The menu bar offers quick access to all the options on the website.

e The operational area is where basic information on the sessions and settlements is initially
displayed (based on “Dashboards”), where information is sent to the Market Operator
(Bids, Disaggregations, Claims, etc.), and where information related to the processes
carried out with that information is consulted (results from the different markets, claims
resolutions, etc.).

Menu Bar Upper area

Mensajes 0w

19-10-2021 © 18:45:35
Reclamaciones MD /MI/MC 0 |w
_OPERADOR DEL MERCADO |v Contacto | Informacién Legal | Ayuda |

L Inicio Mercado Diario | v ‘ Mercado Intradiario v | Mercado Continuo v | Liquidaciones | v | REMIT/ UMM « ‘ Datos de Agentes v Descargas v
<

l a1,
A 4

]

| @ Mercado Diario Sesion 20-10-2021 Recibido PDVD Ciere12:00 |
"I Ofertas | ‘ Resultados ‘
MNormales  Defecto  UOF sin i G Precios  |v 124520
Oferta ES PT ES PT
) ) ) PDBC |v 124520
1508 [546] [514 Precio Medio +201.40 ¥ 201.40 Energia Casada + 434.3 4+127.9 -~ -
L — Min - Méx 14493 - 261.53 144,98 - 261.53 Total 562.2
POVD v 143721
| @ Mercado Intradiario Sesion2 20-10-2021 Recibido PHF Horario17:00 - 17:50
"I Ofertas | ‘ Resultados ‘
-
Validas Invalidas s Hin or e G or Precios  |v  1T:54:57
PIBCI 1754:57
1265 1 Precio Medio 204.13 204.13 Energia Casada 14.2 1.7 Iv
), PIBCA |v  AT54:57
Min - Méx 142.98 - 261.53 142.98 - 261.53 Total 15.9
PHF v 131403
¢ Liquidaciones e
"I Ultimo dia publicado | ‘ Garantias (€) @ Prixima sesion: Ml 3 20-10-2021 | ‘ Cobros y pagos (€) | ‘ Tareas pendientes ‘
Derechos de cobro 0.00 Total a pagar 0.00 ‘ 1 ‘
18-10-2021 Obligaciones de pago 0.00 Fecha pagos 20-10-2021
' | Excedente para préxima sesin 0.00 '
i

Operational area I
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3.5 Menus and dashboards

The menu bar provides access to the different dashboards and extended menus from each
section identified (Day-Ahead Market, Intraday Market, Market Settlements, etc.). Clicking the
section text provides access to its dashboard; clicking on the inverted triangle next to the text
shows the menu for each section, structured in two levels.

Expanded Section
Menu

Mercado |

Access tothe

Dashboard section

Mercado v Productos Financieros v

Inicio Mercado Diario

Ofertas * Insertar
Por pantalla

[ ]

Desagregaciones de Régimen Especial Por fichero

= Consultar

Desagregaciones de Contratacion a Plazo
@ Datos de una oferta

@ MNormales

@ Por defecto

= Unidad Ofertante sin Oferta Valida
Histérico Ofertas Normales por UOF
Histérico Ofertas por Defecto por UOF
Garantias para la proxima sesion

Energia Comprometida en CBF

Resultados

Informacién de Mercados

[T]

* Ejecuciones CBF previos al MD
Multidescarga Mercado Diario

[

[ wmmEx Jroo T TUUU=T300 Totar

| Twodermeny |

The following screenshot is an example of the Day-Ahead Market dashboard. That is where
summarized information for the current session is shown, and it provides access to the most
common delivery and search options, depending on the session status.

¢ Mercado Diario Sesion 09-09-2012 Recibido PDVD Cierre 15:00
| Ofertas v Resultados [ Informacién Vigente
Normales Defecto  UQF sin Oferta EMWh Indisponibilidades (OS-ESP) 27-10-2012 12:06:52
ES PT
Indisponibilidades (0S-POR) 24-11-2011 00:43:36
787 197 283 Precio Medio + 50-56 * 50-56
Capacidad maxima interconexion (05-ESP) 27-10-2012 12:53:51
Min - Méx 37.91-86.20 37.91-86.20
Derechos asignados en subasta mensual (0S-ESP) |v  08-09-2012 08:42:22
Contratacién a plazo Derechos asignados en subasta diaria (OS-ESP) |v  08-08-2012 09:25:29
Vildas No - abiertas para 6n MD (OMIP) |¥  31-08-2012 17:41:52
desagregadas ES PT Ejecuciones CBF previos MD (05-ESP) 08-09-2012 09:38:30
1 0 v Energia Casada + 395.8 + 105.6 Ejecuciones CBF previos MD (0S-POR) 08-09-2012 09:32:23
Total 5014
E Informacién General
Energia comprometida en CBF
Energia por UOF en cada Periodo y Programa
Precios v  10:11:58
5 S Capacidad y Ocupacion de las Interconexiones
PDBC v 10:11:58
Estado Garantias
Ofertas aceptadas 10:11:58
f ~ ot Potencia Waxima por Agente y Unidad
Desagregaciones R.E. Ofertas rechazadas 10:11:58
Cierre L PDBF v 110821
PDVD v 134121

19 v
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3.6 Information delivery

3.6.1 Delivery mechanisms

The Market’'s Website Interface enables sending operational information (bids, disaggregations,
energy engaged in bilateral contracts, etc.) using two different mechanisms:

e Onscreen — that is, manually specifying each of the fields or informational elements in a
form on a web page. In some cases, this operation may also be performed by retrieving
data from a previous transaction onscreen, which may be modified onscreen and sent as
a new transaction.

o By file, so that the user selects a previously generated file from the browser with the
information data to be sent, according to the format determined by OMIE. This option
enables sending multiple operations specified in the same file in a single action.

Access to delivery operations on screen and in file formatis done from the menu bar, forinstance,
in “Day-Ahead Market / Bids / Insert / By screen” (and similarly for file deliveries and other
transactions). This can also be done from the dashboards from the “Insert” drop-down menu
located in the corresponding box.

3.6.2 XML and digital signature

In all cases, the delivery format for information is XML, using different predefined blueprints
depending on the type of transaction. Likewise, the digital signature of the information sent is
used.

The operation generally goes as follows:

o For delivery by file, once the user has selected the file to send, the system performs a
series of simple checks and executes the digital signature process of the file before it is
sent. To do this, the system will use the same certificate used to connect to the website
(and the user must enter the card’s PIN if needed). With this procedure, the user creates
the digital signature on behalf of the certificate holder. The format of the signed file follows
the XML-Signature standard.

e [For onscreen submission, after manual editing of the form data, the system performs a
series of minimum checks on the validity of the format and completeness of the
information, and it automatically generates an XML file with that data, which is digitally
signed just as explained for the data in file format.

¢ Oncethe information, which will always be a signed XML file, is delivered, it goes through
a series of checks on the server (validity of the certificate, validity of the signature, data
format, session status, specific checkson each type of operation). These may generate
different response screens indicating any errors that have occurred or confirming that the
operation was carried out successfully.
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3.6.3 Cancellation and withdrawal operations

In all information cancellation and withdrawal operations (bids, disaggregation of term contracts,
etc.), the digital signature of the cancellation or withdrawal order is also included. For this reason,
once the cancellation or withdrawal order is confirmed onscreen, the system will request the
certificate and signing PIN (if applicable), and it will generate a cancellation or withdrawal order
in XML format.

Access to cancellation and withdrawal operations is done from the sent data search screens in
one of two different ways:

e From the search windows of sent items (for example, “Bids for a Day-Ahead Market
session”), by selecting a record and right-clicking to display a menu that includes the
option to cancel or withdraw

e From the screen for searching for a bid or term disaggregation that’s already been sent
by clicking the “Cancel” button shown next to the bid’s header data

3.6.4 Checking the XML format
The XML formats for sending information to SIOM are described in the documents:
e Description of the Information Exchange Mechanisms between OM and AM

e Description of the Information Exchange Formats between OM and AM (Volume I, Market
Data)

e Description of the Information Exchange Formats between OM and AM (Volume I,
Settlement Data)

These formats are based on the XML-Schema standard, which allows specifying the structure of
elements and attributes that must be fulfilled in each type of operation, as well as the format of
each field and attribute, the repetitions allowed, etc.

SIOM uses standard XML parsers that automatically check the content of the XML file sent by the
user against the structure schema that the file must comply follow. This way, a large part of the
format checks are performed by generic modules (that is, modules not specifically developed for
the types of operation supported by SIOM but for any type of XML document and associated
schema).

For this reason, when a validation error occursthat affectsthe schema, the system also generates
a generic error message with the intent to present as much information as possible, including:

e Fragment of the XML file where the error occurred, indicating the exact line where the
error is located

e Text that describes the compatibility error with the defined schema

e Location of the error within the hierarchical structure of the XML file. In cases where a
hierarchy level includes repeating elements, the ordinal of the element where the error is
located is given.
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3.7 Search window

All searches will be obtained through a common screen format that’s managed from the search
window. It appears when any of the searches is pulled up, either from the top menu or from the
dashboards. Each time a new search is accessed through one of these links, a new browser
window will open containing the selected search. As many windows as desired can be opened at
the same time. It looks like this:

Searchtitle Search parameters l Run button I

r B
& Consulta OMIE - Energias PBF por unidadﬁhnte (DSISOFTS) - Windows Internet Explorer propercionade por OMIE b@g
. / - — ‘

< Energias PBF por un'iéd ofertante D Consultar

5

Unidad Ofertante ABO2 E2
Fecha 11m1z011  [EH “Tabla #f Gréfico
Tipo Unidad Venta - Producter /.

| Agente COMEL R s Aggregates

aph/table selectors

(only in some searches)

Hora Energia Total Cto.Oferta Tipo Oferta Cod. Of-Ejec.-Autop. Cod. Cont. Eilateral

i
1 1 3320 2051202 3
| counnies |3 o
2051202
] ) = 2051202
—
] 2051202 }3
2051202
2051202
2051202 |

2051202
2051202
2051202
2051202
2051202
2051202
2051202
2051202
2051202
2051202
2051202
2061202
2051202

2051202 \ i
Results area I
" M, J

I

00 0000000000000 0O0000000O0

1 b M Filas: 24;2;9
? g
7
[ pooieien | BT

A more exhaustive description of the Search Window’s functionality, configuration, and use is
provided in the document “General Searches. User Manual,” which is accessible from the Help
section on the Agent Website.
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3.8 Editing Bids Through Excel

Sending bids onscreen is assisted by using the option to Edit Bids Through Excel. To pull it up,
just click on the button “Edit Excel Entry” on the screen for sending bids onscreen (Day-Ahead
and Intraday Market).

Datos Cabecera
Datos Generales
Datos Cabecera o

Datos Generales.

ADQ DE COW v
Unidad Ofertante B
’ Condiciones Econdmicas Condiciones Técnicas wwimin (0 « ignoan
Descripcion de fa oferta Oferta por defecto [No v
0 0
Condiciones Econémicas Condiciones Técnicas (MW/min)
0
Témino Filo 0 EUR Gradiente de Aranque
Término Variable 0 EURMWR (vannm) G jac: 0 Gradiente de Subida 0 Otrs condiclones
Nov. Enerpla Miima Total Admsive. 0
Rechazo por No Acestacdn 6e Bloaue 1 6 cada hora [No Nim min. de Horss Consecutvas 0
Datos Detalle (energias en MWh, Precios en EUR/MWh) Editar detalle Excel
Datos Detalle (ncrias en MW, Precios en EURMWR)
oras 01 02 03 04 05 06 07 08 09 M0 M 2 13 14 15 16 7 18 9 20 u 2 B o ool
nergia b
a

B Mo 01 62 0 o 05 06 0 & 0 W W 1 43 W % % g u

S 8 s & 8 5 B 8 s 85 s s s |8 & & &5 s 8 s s 8 o Enegia

Once you click on it, a new browser tab will open with a grid similar to Excel; there, you can insert
data using the functions available in the spreadsheet:

¢ Insertar oferta al Mercado Diario

A B c i} E F (] H 1 4 L4 L M N o P o R g T u v W X ¥ F4 Ak
1 Bloque Horas. " 0z 03 ] 05 06 o7 08 L] "0 1 12 13 1" 15 16 17 12 19 F n Frd 3 2 25
" Energia
Precio
4 Divisible g & 5 8 8 s 3 8 8 L g 8 3 - 8 - 5
5 Redirabde
5 02 Energia
Precio
03 Energia
] Pracio
04 Energia
1 Precio
12 05 Emergia
13 Pracio

Actualizar detalle

= Insertar Oferta al Mercado Intradiario

r B c D E F [ H 1 4 K L N o e o R g T u w ® Y
Dia 1BGZ021 1 2 ¥ 4 & & T 8 g 10 n 12 13 14 15 16 17 18 19 0 n 2 3 4
B1 Energia
Pracio
4 B2 Energia
5 Precio
6 B3 Energia
Precio
Bd Energia
8 Precio
10 8% Energia
Precio

Actualizar detalle

Once data insertion is completed, that information is sent to the browser page by pressing the
“Update entry” button. At that point, the new tab is closed, and you are returned to the page with
the bid, which can be sent to the Market Operator.

For more information on this feature, please refer to the document ‘Editing Excel Bids. User
Manual,” which is available on the Market Website.
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3.9 Download Center

The Download Center is an application designed to bring together the different mechanisms for
downloading marketresults under the same interface, combining manual download functions with
unattended mechanisms.

The Download Center is installed from the Information Download area by clicking on the
“‘Download Center” link. The application runs independently of the browser. This way, the
automatic download functions can be left running unattended while continuing to operate on the
Agent Website. The application’s installation and subsequent updates are done through standard
mechanisms of the Open Web Start application. This application must be installed on the user
station. This can be done by using the procedures described in the document, “Setup Guide for
the OMIE Information Systems Access Point,” which is available in the Help section of the Agent
Website.

The first time the Download Center is run, it must be set up by choosing what information to
download to which directories. Other configurable elements are the location of the Log file and
the call to an external module.

A more exhaustive description of the functionality of the Download Center, its configuration, and
its use is given in the document “Download Center. User Manual (www.omie.es—> Publications).

| — — ——— -
] Descarga automtica - 192.168.232.46 - Nombre U_DSISOFTB DE INFORMACION (DSISOFTS - COMEL) OPERADOR DEL MERCADO "W o o |

o
A~ 4
Control | Descarga automatica ‘ Mercado diarioc x Mercado intradiario Liquidaci x D tos facturacion x
Descarga automatica [v]
Mercado diario [¥]
[ Mercado intradiario [v]
||| Liquidaciones [v]
!l| Documentos facturacion [v]
Log general
Fecha/Hora Mddulo Mensaje
201209721 - 14:38:31 Documentos facturacién |Consulta finalizada. -
2012/09/21 - 14:38:29 Documentos facturacién |Consultande los ficheros a descargar.
2012/09/21 - 14:38:29 Documentos facturacién |Realizando la consulta. .
2012/09/21 - 14:38:29 Decumentos facturacién |Comprobando los campos..
21/09/2012 - 14:38:20 Mercado disrio Finalizads ls descarga i
21/09/2012 - 14:38:20 Mercado diario 20120318.1 Descargado
21/09/2012 - 14:38:12 Mercado disrio _COMEL_20120318.1.xm| Dascargado
21/09/2012 - 14:37:54 Mercado diario Iniciamos la descarga de ficheros.
2012/09721 - 14:37:49 ZIPs Liquidaciones Consulta finalizada. 1
201209721 - 14:37:48 ZIPs Liquidaciones Consultando los ficheros a descargar.
20120921 - 14:37:47 ZIPs Li Realizando la consulta
2012/09/21 - 14:37:47 ZIPs Liqui Comprobando 105 campd
201209721 - 14:37:44 Documenios facturacién |Consulta finalizada
- 14:37.41 Mercado intradiario Finalizada |a descarga
- 14:37:41 Mercado intradiaric pibcie_COMEL_2012031501.1 Descargade
-14:37:38  |Mercads intradiaric pibei EL_2012031501.1 Descargado
- 14:37:34 Documentos facturacién |Cons ficheros a descargar
- 14:37:34 Documentos facturacién |Realizal ls consulta...
- 14:37:34 Documentos facturacién |Comprobande los campos.
21/09/2012 - 14:37:30 Mercado intradiario Iniciames la descarga de |a sesidn 1
21/09/2012 - 14:37:30 Mercado intradiaric Iniciames la descarga de ficheros
21092012 - 14:38:54 Mercado diario Finalizada |a descargs
21/09/2012 - 14:38:54  |Mercado diario pobf_COMEL_20120231€.1 Descargado |
21/09/2012 - 14:30:45 Mercado diario pdbc_xmi_COMEL_2012031€.1.xml Descargado |
[ == e —— e ————————
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